INTRODUCTION

A. OVERVIEW OF THE 1996 DoD MCTL

The 1996 DoD MCTL is adocumentedsnapshot in time of the
ongoing DoD MCTL process. It igesigned to bemore precise and more
user—friendlythan previous editions. This iaccomplishedhrough the use of
graphic format and display of technical data in tabular form.

The technologies included in the DoD MCTL support dbént Chiefs
of Staff (JCS) objectives to:

Maintain near perfectreal-time knowledge ofthe enemy and
communicate to all forces in near real-time;

Engage regional forces promptly decisivecombat—on a global
basis,

Employ arange ofcapabilities more suitable to actions at the
lower end ofthe full range ofmilitary objectives withminimum
casualties and collateral damage,

Control the use of space, and

Counter the threat of weapons pfass destructionand future
ballistic missiles and cruise missiles to the CON&id deployed
forces.

B. MCTL DEVELOPMENT

To support the MCTL Process thiéteen (15) Technology Working
Groups (TWGs), shown below, were established.

Aeronautics Systems

Advanced Weapons Systems
Chemical and Biological Systems
Conventional Weapons Systems
Electronics and Countermeasures
Ground Systems

Information Systems

Materials and Production

Nuclear Systems

Marine Systems

Power and Propulsion

Sensors and Navigation

Signature Control

Space Systems

Weapons Effects and Countermeasures

During the MCTL Process the TWG@sviewedover 6000 technologies
related to defensaveaponssystemsand identified 2060 militarily significant
technologies thaprovide measurabladvantage to USnmilitary systems or
enhance threats posed by potential adversaries. Information on these
technologies was incorporated into an electradaimbase. The TWGanalyzed
these significant technologiemnd nominated 656 which met the "militarily
critical criteria” for inclusion in the MCTL Part I.
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C. ORGANIZATION OF THE MCTL, PART |, WEAPONS
SYSTEMS TECHNOLOGY (WST)

Part | contains eighteen (18)sections, each devoted to a
specific technology area.

Each section introduction contains:

An overviewof the technology area identifying:

The technology areas that
technologies

Selected technology areas for which militarily critical
technologies have not been identified

A graphic showing the relationships to other technology

contain militarily critical

areas with respect to supporting technologies and technology

trends

A rationale statement expressing why the technologies are
important to US military forces.

A

foreign  technology assessment (FTA) with

accompanying figure, providing summary estimatesfaséign
capabilities. These estimateare expert judgments by thEWGs
andcompare foreigmation capabilities to US militarilycritical
technology areas (see paragraph E below).

Each
subsections.
related to the

An overview identifying:

of the sections is divided into technology
Each subsection contains information directly
technology being treated, including:

The technologies covered in the subsections,
The militarily critical technologies, and

In graphic form, the characteristics that make the technology
militarily critical and alisting of the military systems the
technology area benefits;

A rationale statement expressing why the technologies are
important to US military forces,

Tablesthat presentlata onmilitarily critical technologies(see
Appendix D), and

A

foreign technology assessment(FTA) providing a

summary of other nations' capabilities in this technology area.

Part | contains four appendices:

* Appendix A provides ajlossary of acronymand abbreviations
used in Part |

. Appendix B contains definitions of words and phrases contained in
Part |

. Appendix C contains an index of keyords and phrasegeferenced
to the subsection of text in Part | where used

* Appendix D contains an explanation of the contents of the
columns in the table together with an example.
D. SYSTEMS INTEGRATION
Systems integration wasarefully studied by each afie TWGsduring
their deliberations. Although the TW@snsideredntegration to be key to the
superiority of US weapons systems, spedifiitarily critical technologies that

capturethe integration issueould not beidentified. The paragraphs below
discuss the significance of systems integration to US weapons systems.

Systems integration enables the harmonangproductiveworking of
disparate components and the interfaces that connect them. Integration is key to
understanding the implications of technology and product release deciEiats.
weaponssystem requiresthe use of specifihardware andsoftware and the
integration of new technologies advances inexisting technology subsets to
increase overall system performance, improve manufacturing or reduce costs.

Systems integratiois an ongoing processGoodintegrationincludes
traceable assurancéisat the componentand functions will fit together and
operate in concert. lthe past,weaponssystemsdesigners have successfully
improved both the hardware andoftware in an interactivgrocess,and then
integrated both to effect simultaneous improvements. Excessive integaddi®on
cost andtime without yielding a significant improvement in theoduct or
system. Too little integration results jproducts orsystems that do not
function as advertised.

Technology integration can be treated as asubset of systems
integration. High technologweaponssystemsare fundamentally driven by
availability andintegration of technologies. Successful technology integration
produces superior systems. The toatsltechniques for preparingnixing and
matching the various componerae also critical technologiebecauseghey are
key to achieving the desired capabilities.



E. INFORMATION WARFARE

Recent military operationshave defined and recognized related
information fields as a neworm of warfare. The 1996 MCTL is the first
opportunity in which toinclude information warfare as aseparatetechnology
section.

The decision as to which technologyeas andechnologies to be
included under information warfare ntinually beingaddressed byhe various
components of DoD. An official definition of Informatioiarfare(seeSection
9) has been approved and will be included in Joint Publication D&j2rtment
of Defense Dictionary of Military and Associated Terms.

It is recognized that the four technologgeas discussed MCTL Part
I, Section 9,addresonly thoseareasformerly known aselectronicwarfare or
electronic combat (1992 MCTL Section 6.4). Other technology areas;/tde
deception and psychological warfare, wereinoluded becausmilitarily critical
technologiesvere not identified. Thesdwo areaswill be discussed iINMCTL
Part 11l "Critical Developing Technologies."

Otherareassuggested bysome users as belonginoderinformation
warfare arecurrently covered in other technology sections; e.g. information
(cryptographic)security; networks, switchingand computers in Section 8;
sensors in Section 15; and signature control in Section 16.

F. FOREIGN TECHNOLOGY ASSESSMENT

The MCTL procesgroducesestimates of th@generalstatus offoreign
capabilities ineach ofthe MCTL technologyareas. These estimata called
Foreign Technology Assessments (FTA)These FTA estimatesare the
scientific andtechnological consensus of tiechnical Working GrougTWG)
members from industry, governmeahd academia. Collaboration with the
Intelligence Community is an essential part of the FTdetermination and
selectedmembers of the Intelligenc€ommunity are TWG members who
participate regularly in thtMCTL process. TheseMCTL FTAs are foreign
capability assessmengnd donot constitutefindings of foreign availability,
which arethe responsibility of th®epartment of Commeragnderthe Export
Administration Act.

Tables containing summaries of thgeneral status of foreign
capabilities appear atthe beginning ofeach ofthe eighteen MCTLmajor
technologyareasections.
sophistication in foreign capabilities ispresented byne, two,three orfour
blocks, four being the highest. Four blocks indicate that the counbglieved
to have capabilities irall critical elements of a technologyrea; threeblocks,
that the country is believed to have a capability imaority of the technology
areacritical elements; two, a capability in some critical elemeatstone, a
capability in only alimited set of the critical elements, as the taldgends
indicate. No blockindicatesthat the TWG knows of no capability within a
country or was unable to reach a consensus regarding the capability.

In the MCTL FTA summary tables, the level of



